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1 

Appendix B 
Outsider Phishing Templates1 

 

Official Link2 https://www.flhsmv.gov/ https://www.flhsmv.gov/ https://dds.georgia.gov/ https://dds.georgia.gov/ 

Phishing 
Template 

Thumbnail 

    
 

Official Link https://dps.mn.gov/divisions/dvs https://dps.mn.gov/divisions/dvs https://www.t-mobile.com/ https://www.webull.com/ 

Phishing 
Template 

Thumbnail 

    
  

 
1 Outsider offers several templates for certain websites that appear similar, but each template is distinct. For example, one template may prompt victims to verify their credit card 
information or provide multi-factor authentication codes, while another may not. Templates that appear similar may also ask for different personal or financial information. 
2 Where available, the template image is identified by the web address of the website being imitated. Where Outsider does not provide a link, the file name identifying the template 
is provided. 
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2  

Official Link DE-Shopify-plugins-3.0 DE-Shopify-plugins-single-3.0 FR-Shopify-plugins-3.0 FR-Shopify-plugins-single-3.0 

Phishing 
Template 

Thumbnail 

    
 

Official Link Shopify-plugins-single-3.0 Shopify-plugins-single-3.0 https://cash.app/ https://azmvdnow.gov/ 

Phishing 
Template 

Thumbnail 
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3  

Official Link https://azmvdnow.gov/ https://www.dmv.ca.gov/ https://www.dmv.ca.gov/ https://www.e-zpassny.com 

Phishing 
Template 

Thumbnail 

   
 

Official Link https://fastrak.org mygoodtogo.com ncquickpass.com peachpass.com 

Phishing 
Template 

Thumbnail 
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4  

Official Link https://riverlink.com/ https://www.sunpass.com ntta.org txtag.org 

Phishing 
Template 

Thumbnail 

    
 

Official Link https://dmv.dc.gov/ https://ladot.lacity.gov/ https://a836-citypay.nyc.gov https://parkingtickets.chicago.gov/ 

Phishing 
Template 

Thumbnail 
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5  

Official Link https://www.ilsos.gov/ https://www.ilsos.gov/ https://www.in.gov/ https://www.in.gov/ 

Phishing 
Template 

Thumbnail 

   
 

Official Link https://www.expresslane.org/ https://www.expresslane.org/ https://www.mass.gov/ https://www.mass.gov/ 

Phishing 
Template 

Thumbnail 
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6  

Official Link https://mva.maryland.gov/ https://mva.maryland.gov/ https://www.michigan.gov/ https://www.michigan.gov/ 

Phishing 
Template 

Thumbnail 

    
 

Official Link https://www.ncdot.gov/dmv/ https://www.ncdot.gov/dmv/ https://www.dmv.nh.gov/ https://www.dmv.nh.gov/ 

Phishing 
Template 

Thumbnail 
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7  

Official Link https://www.nj.gov/mvc/ https://www.nj.gov/mvc/ https://ardot.gov/ https://dmv.nv.gov/ 

Phishing 
Template 

Thumbnail 

 

Official Link https://dmv.ny.gov/ https://dmv.ny.gov/ https://www.bmv.ohio.gov/ https://www.bmv.ohio.gov/ 

Phishing 
Template 

Thumbnail 
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8  

Official Link https://www.pa.gov/ https://www.pa.gov/ https://www.att.com/ https://www.mastercardservices.com/ 

Phishing 
Template 

Thumbnail 

    
 

Official Link https://www.verizon.com/ https://www.visa.com/ https://dhl.com/ https://www.ups.com/ 

Phishing 
Template 

Thumbnail 

    
  

Case 1:26-cv-04982-VM     Document 13-2     Filed 06/12/26     Page 9 of 25



 
 

9  

Official Link https://www.usps.com/ https://dmv.ri.gov/ https://dmv.ri.gov/ https://www.txdmv.gov/ 

Phishing 
Template 

Thumbnail 

    
 

Official Link https://www.txdmv.gov/ https://dmv.utah.gov/ https://dmv.utah.gov/ https://www.dmv.virginia.gov/ 

Phishing 
Template 

Thumbnail 
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10  

Official Link https://www.dmv.virginia.gov/ https://dol.wa.gov/ https://dol.wa.gov/ https://us.etrade.com 

Phishing 
Template 

Thumbnail 

 
 

Official Link http://www.fidelity.com https://ndcdyn.interactivebrokers.com/ https://robinhood.com/ https://www.schwab.com 

Phishing 
Template 

Thumbnail 
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11  

Official Link https://www.parkin.ae/ https://www.salik.ae/en/ https://darb.qmobility.ae/ https://darb.qmobility.ae/ 

Phishing 
Template 

Thumbnail 

 

Official Link https://www.emiratespost.ae/ https://www.oca.com.ar/ www.post.at https://www.ampol.com.au/ 

Phishing 
Template 

Thumbnail 
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12  

Official Link https://www.anz.com.au/ https://www.anz.com.au/ https://www.bendigobank.com.au/ https://www.commbank.com.au/ 

Phishing 
Template 

Thumbnail 

 
 

Official Link https://www.ing.com.au/ https://www.macquarie.com.au/ https://ib.nab.com.au/ https://ib.nab.com.au/ 

Phishing 
Template 

Thumbnail 
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13  

Official Link https://www.qantas.com https://www.qantas.com/ https://www.westpac.com.au/ https://auspost.com.au/ 

Phishing 
Template 

Thumbnail 

 

Official Link https://www.commsec.com.au/ www.bpost.be www.bgpost.bg www.correios.com.br 

Phishing 
Template 

Thumbnail 
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14  

Official Link www.belpost.by https://www.investorsedge.cibc.com/ www.canadapost.ca https://intelcom.ca/en/ 

Phishing 
Template 

Thumbnail 

 

Official Link https://www.purolator.com/en https://www.lugano.ch/ https://www.coop.ch/de https://www.migros.ch/ 

Phishing 
Template 

Thumbnail 
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15  

Official Link https://www.postfinance.ch/ https://www.raiffeisen.ch/ https://www.ubs.com/ https://www.dpdgroup.com 

Phishing 
Template 

Thumbnail 

 

Official Link https://tagtotal.cl/ https://centrodeayuda.chilexpress.cl/ https://www.dhl.de https://www.dsv.com/da-dk/ 

Phishing 
Template 

Thumbnail 
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16  

Official Link https://www.postnord.dk https://www.banreservas.com/ www.inposdom.gob.do https://www.ant.gob.ec/ 

Phishing 
Template 

Thumbnail 

 

Official Link www.omniva.ee https://www.endesa.com/ https://www.dgt.es/ https://www.bbva.es/ 

Phishing 
Template 

Thumbnail 
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17  

Official Link https://www.correos.es www.posti.fi www.laposte.fr/colissimo https://www.eurobank.gr/el/ 

Phishing 
Template 

Thumbnail 

 

Official Link https://www.elta-courier.gr https://www.tigo.com.gt/ https://www.tigo.com.hn/ www.posta.hr 

Phishing 
Template 

Thumbnail 
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18  

Official Link https://www.dhl.com/ https://www.bca.co.id/ www.anpost.com https://www.indiapost.gov.in/ 

Phishing 
Template 

Thumbnail 

 

Official Link www.postur.is https://www.poste.it/ https://www.apple.com/jp/ https://www.jcb.co.jp/ 

Phishing 
Template 

Thumbnail 
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19  

Official Link https://www.rakuten-bank.co.jp/ www.post.lt www.pasts.lv https://www.iam.ma/ 

Phishing 
Template 

Thumbnail 

 

Official Link https://www.santander.com.mx/ www.correosdemexico.gob.mx https://www.tigo.com.ni/ https://www.postnl.nl/ 

Phishing 
Template 

Thumbnail 
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20  

Official Link www.postnl.nl www.post.ch https://www.postnord.no https://www.asb.co.nz/ 

Phishing 
Template 

Thumbnail 

 

Official Link https://www.nzta.govt.nz/ https://www.asb.co.nz/ www.serpost.com.pe https://www.bdo.com.ph/ 

Phishing 
Template 

Thumbnail 
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21  

Official Link https://www.bpi.com.ph/ inpost.pl https://www.popular.com/ https://www.ctt.pt 

Phishing 
Template 

Thumbnail 

   
 

Official Link www.fancourier.ro https://www.bancaintesa.rs/ https://posta.rs/ https://www.postnord.se 

Phishing 
Template 

Thumbnail 
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22  

Official Link https://onemotoring.lta.gov.sg/ https://onemotoring.lta.gov.sg/ Shopify-plugins-single-3.1 Shopyy-Pay-1.0 

Phishing 
Template 

Thumbnail 

 

Official Link www.posta.sk https://www.correos.gob.sv/ https://www.ptt.gov.tr https://novaposhta.ua/ 

Phishing 
Template 

Thumbnail 
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23  

Official Link https://www.gov.uk/appeal-parking-fine https://www.curve.com/ https://www.curve.com/ https://ee.co.uk/ 

Phishing 
Template 

Thumbnail 

 

Official Link https://www.royalmail.com https://www.gov.uk/ https://www.correo.com.uy WP-Pay-plugins-v2.0 

Phishing 
Template 

Thumbnail 
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Official Link WP-Pay-plugins-v3.0 https://finessa.co.za/ 

Phishing 
Template 

Thumbnail 
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